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OpenFlow / SDNQ;EEI DR R

| 20074E: Stanford X2 Clean Slate Program;& Ehfits

| 2009%: Stanford X%t Clean Slate Laboratory;&E &R
® OpenFlow Consortium<a® OpenFlow spec (v0.8.9, v1.0), Triali&&Eh
® http://www.openflow.org Stanford University

CLEAN SLATE

An Interdisciplinary Research Program

| 201123 A: Open Networking Foundatlont"‘zﬁﬂ.’. 3

Industry
e . .
*mﬁ‘b;ﬁm OPEN NETWORKING
FOUNDATION
| 2012558 Open Networking Research Center (ONRC) H /2
Industry Open Networking Research Center
Open Source;&Ef at Stanford University
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ONRC ONRC ON.LAB

RESEARCH PEOPLE RESEARCH VIDECS NEWS & EVENTS SPONSQRS AFFILIATE PROGRAM CONTACT

OPEN NETWORKING
FOUNDATION

Board Members (as of 01/04/12)
?gllétﬁérkﬁe . Google

Microsoft ® NTT \v@n YaHOoO!

Members (as of 01/04/12)

Cablelabs’ "c||'s‘é|c;' ERICSSON 2
Big Switch Networks, Broadcom, Brocade, Ciena,
Cisco, Citrix, Comcast, CompTIA, Cyan, Dell, Ericsson, : e
ETRI, Extreme Networks, Force10 Networks, Fujitsu, Google @ e
HP, Huawei, IBM, Infoblox, Intel, IP Infusion, Ixia,
Juniper Networks, Korea Telecom, LineRate Systems, @ JuniPer NEC
LSI, Marvell, Mellanox, Metaswitch Networks, '
Midokura, NEC, Netgear, Netronome, Nicira Networks, ;
Nokia, Siemens Networks, Plexxi Inc., Pronto Systems, S docomo f&:ﬁf&‘ﬁ%m
Riverbed Technology, Spirent, Samsung, Tencent,
Vello Systems, VMware, ZTE Corporation---.and CRESTES
growing -
i&%e 5 Copyright (C) 2012 NEC Corporation All rights reserved. Empenessaiiyiooosten INJIEE



ONF Standardization Scope

i1 1)

Northbound API DG
[Northbound APH/ -
Ne—2

| Controller Agent |

Network Control Apps ﬁ\rChiteCtulf(e
(Visualization, OAM, L4/L7 integration, .}.) (/2"

Network Virtualization
Logical Topology/Path computation

| Network Node OS

Control Plane

OpenFlow future DG

Data Plane

Ethernet Switch

‘ Data Forwarding \

~— Page 6 Copyright (C) 2012 NEC Corporation All rights reserved. empowered by Innovation - [NJIEQC




Empowered by Innovation N E‘

Configuration & Management WG

Mission:
Configuration of OpenFlow networks
1) Bootstrap OpenFlow network
2) Allocate resources within switches (ports, queues)
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Config-mamt WG: Reference Model

! Reference model
® Configuration Point ® OpenFlow Controller

® OpenFlow Capable Switch ® OpenFlow Logical Switch

Configuration Configuration Configuration
Point Point Point
OF-CONFIG C}genFIow O/éenFIow
/ /
OpenFlow OF Logical OF Logical
Capable Switch Switch Switch

(ports, queue
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Config-mgmt WG: ON-CONFIG protocol

! Protocol candidates (Speriow pp—
® Own development (XML-based) = ™", .
® WS-Management (DMTF) Configures Controls
e NETCONF (IETF) was chosen ' | '

- Uses XML encoding et e | Lo,
| ““ESEQELE?‘.’ |

! Model specification e
® UML for high level (figures) Switch nstance)
® YANG (IETF) vs. Contans "

XML schema + normative text x| OponFlow
® XML schema preferred |
- good tool chain integration Type
 YANG is still young and | |
supporting tools are very limited openiow Openfion

““""lllu..,.
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Logical Switch Type XML Schema

7.3.2 XML Schema

<xs:complexType name="0OFLogical3witchType">

<¥S:!seguence>
<xs:=lemsnt name="id"
type="0OFConfigID" />
<xs:=lemsentname="capabilities"
type="0OFLogical3witchCapabilitiesType"/>
<xs:element name="datapath-id"
type="OFConfigID" />
<xg:element name="enabled"
type="xs:boolean™/>
<xs:slement name="check-controller-certificate"
type="xs:boolean™/>
<xs:=element name="lost-connection-behavior"
type="0FLogical3witchlLostConnnectionBehavior"/>
<xg:element name="controllers"™
type="0OFControllerListType"/>
<xg:element name="resources"
type="0OFLogical3witchRescurceListType"/>
</xs:seguence>
</xs:complexType>

<xs:simpleType name="0OFLogical3witchlLostConnnectionBehavior">
<xs:restriction base="xs:string">
<xs:enumeration value="fail3ecureMode"/>

<xg:enumeration value="fail3tandaloneMode™/>

</®xs:restriction>
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Hybrid WG

® Mission

» Understand the use-cases for integrating OpenFlow programmed state in
existing network and service architectures

- Consider the interaction between OpenFlow and other control and OAM
protocols including, but not limited to STP, LLDP, SNMP, 802.1X
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Hybrid WG: Core Issue

| Different Approaches
“Ships-in-the-Night” “Integrated”

PH— Control
Opnlow | | Legﬂacy 1 Plane (CP) | OpenFlow

e

v T
< a9 Data
%ﬁ' s; Plane uf

S Gn G Ga—

Router . fRouter
» A subset of ports controlled by OF, another « Use OF for feature definition —
subset controlled by router’s native CP — augment the native control plane
physical resources are partitioned e No partitioning of resources
* Integration possible via OF_NORMAL.: - Can operate at different abstraction
* No definition of “normal” in OF-Spec levels (low-level like OF1.0 or higher
level)
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ONF Discussion Groups
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applications

— API

Northbound APl WG I
=IRTE. Architecture 7
Framework WGICHE & S Foeon

<= protocol

switches
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Northbound API DG: Scope and Basic Approach
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OpenFlow / SDN Ic&k3

By I—IND{RE{t (OpenFlow Fabric)
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OpenFlow/SDN Architecture

Application Layer

_'I

IAPI IAPI IAPl
SDN
Software

C 0w | Control Data Plane Interface
(e.g., OpenFlow)

Control Layer

Infrastructure Layer

Network Device Network Device Network Device

Network Device Network Device

=— .
E’}__%EC Proprietary and Confidential Page 17 empowered by innovation - [N EQC

il



RYNT=2D 7ML

| 7=EICES TV TN TRRICHEIRTE AR VM-V 2 RIR,
| BEEEICHDETPFSER BRI TT4E

ProgrammableFlowYhN7—%

IREDERYNTI—Y

n—4 @ PFC |

AT — V 7/ 77 ! o
[atiemtd 5IEi’"f i/ =

AL IF

H—I

2INI=DRLIFT =

NW77'347 /27—

V.

[FLLL
’FI’,I

M

i%aﬂe 18 Copyright © 2012 NEC Corporation All Rights Reserved.

Empowered by Innovation N E‘


http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�

RYMN7—-2{RAA{E #1 (L2/L3L1+H5L4/L7ET)

| VRouter, vBridge, RYNT—IF T 4TV R, H—I3/ iR ERIENW LT
aist (L2/L3BEENSLA/LTHEEETOR YNNI —VimIB % )

ﬁ;l;g *‘yblj_g VTNAbNetworkﬂ,/l i 4 :
lﬂﬂ%\ N . =1
b, im"/}m@; ol
VTN (SubNetwork®) ¢ 3/ Y i |

e (i « [——— ] l*l {

hil( e = e e = =

‘..H-II\"."'\.(

(i
(e ﬁ _— L

H—INT—=)

PI24T AT =)
~ Page 19 Copyright © 2012 NEC Corporation All Rights Reserved. empowered by Inovation  [NJIEQC


http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�

RVM7—-27[R(E#1 (AIRA. (RAAREAL)

| RYP7—OZIENW. {RIEENWTER, aJHR{LAH T8
o L2/L3MREN SLA/LTHRESETIRARME L TR, $22&8HIM (CLI)
o YIIENW., (RZENW L ThROP—. EE7O0—-DOTRI{E (GUI)

o YMI—E/ERWIFAANRIE (RENWE B MIENWICIEKTF)
;

Phyzical Map |

5 VTN Topoloey Map

—

—
L S
kd |[=]im]
L S |
\'ﬂVTN Topoloey Map I =1} | : PN oy
YTH View Map |Stat|c Flow Maintenance | - T "l ‘ Fitrman | .”f-‘ - - SLB Fitrman
\ Eoofocue®z [ web M1 (Y File i - '
B Streaming WM SLB.S SLER wizh /M2
1 Ga) A - =
o a & @ e, s
Streanfne M Fils[yhl  webVAfl kM2 s\ Aeaead t\-""ﬁ__' FRREIE. S
PFER
o PFS# 1 PN . PFS# 2
VBridge o 2 Y
N vBR20 PF%1 PF=2 -
i | —aq % __-H UTM-{ | uTM
P —I— P ( P ( _interna
I intefre R l vBFE UTM& l wBRID I SLEél ol
—_— —_— —_— —_— .
1 vRouter Firewall ~ Load Balancer hA i T
=, : PFSH 3 PPS3 PFS4 PFSH 4
FG1 »
N
ﬁ*p A o — ] = 13 —
[\ ' = I PC ?\ J
4 " ¥
¥ show flow route on YTH topology map Filker Prev Page | 11 (/=48] 4 I I
Src 1P Src Port Dst IF
50.0.0.4/32 | 1031 | 100.0.0.1/32 23

¥ Show Flaws route on physical topology map Filter I PFrey Page | 11 i[=!

Flowy 10 I OF-Mode 1M IF OUT OF-Mode QUT IF Sre IP b= (=) Dst IP
se547 | [[19 pemrry AN e =y T

— Page 20 Copyright © 2012 NEC Corporation All Rights Reserved. empowered by Inovation - [NJEEQC

it



RYP7—-2{RBE #2: M2 71 7@ IGHIFENOR/EAL

A—770—-cLBhFbyv /R BHHOEEL
D70-BA0OBREIHICEZI2YN7I—7FBEOBFMFIA(ZIVFINR)
@70-ORFBICELDRYMNI—IBBOA T AR L
GNAT, Firewall, Load balancer&E N YMNI—9 77247 A7 =) ZE{EL .

¥E7O0—0NiE B E R sE(WayPoint#ésE ). Blit 77517 A&EEMNIEYY
Offload9 32 &Th—2IVERHIAA M2 HIRK.

------------------------------------------------------------------------------------------------------------------------------------------------
0

.
o
.

[

SEEEE !’

S
%
\'
h
N
\'
pY
g
©
e

. 7271Y 71—
O-K/\54

----------------------------------------------------------------------------------------------------------------------------------------------

~— Page 21 Copyright © 2012 NEC Corporation All Rights Reserved. empowered by Inovation  [NJIEQC




Appliance Pool: 383R#) Appliance Offloading

mNAT, Firewall, Cache Server, Proxy Server, Load balancer&E® vy N7—o7
7947 A7 =R EL. BT 70—0:&:8:% T ] sE(WayPoint##8E ). =L
77217 A& EEMNEYV0ffloadd & Th—2IVikimaAA NI,

HERDRYNT—I1ER

ProgrammableFlow® &Yy N7—%

Firewall, NATG:EZ2 0 BB RYMNT—2 1 EDTrafficZFirewall/NAT, Load Balancer
REHCLAZET. Bt RML AETZET. ApplianceB 28R EL . (KM
Firewal [NATGLEZEA DL E Y Z:Appliance TX3 i PT BE

ProgrammableFlow

@»—9 4R fRe | tController
Jhe |rec._.a7
Firewall, NAT &g Firewall, NAT...
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L

Load Balancer .

Switch Appliance Traffic Offloading
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OpenFlowN—R /Ny hbh2 22 AFR—PMPrototype

| ‘Programmable packet transport node (P-PTN)”
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