TIr
CIsCO

Integrated Performance Measurements

Cisco Systems

Teppei Kamata



IP is back and better than ever.
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ECMPZE > Any Edge to Any Edge T SLA Measurement
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« ECMP PathZ & L PO b QA D Active probing
- #EBLAYIZ routing monitoring

« Analytics
- probe measurement & routing dataDFEEEE 9 oV )1 — 3 Y
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Problem and Solution Intuition



Network Assurance

« High-investment, low detection

- ProbeDT=8DNET TS5A T 2 RASP)OEHLGERA MR—XDT7IT)5r—23
V(DCODEBAIZIEIMNGEY DIRENBE LIS

« Blind spots in network monitoring prevent detection of issues
- Reactive, Not Proactive, Issue Resolution

« Why? The nature of IP is ECMP. The nature of Probing isn’t ECMP.
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The nature of IP is ECMP
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Probing neglects the ECMP reality
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A measurement solution MUST:

o0 000 o0 000
DC PE routers
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Much Higher Scale

o0 000

DC PE routers

(57% of Silicon One capability)
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Accurate Metrics
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Solution: Accurate and Rich Metrics

. &-probe Tlatency, loss &2 U livenessZBITE 9 5

2-way Cld 74k < . One-way measurement ALY 3
ECMP-path®E [ZHIE

min, avg, maxa s~ 9 D TII7%: < Latency histogramZ R 9

Loss approximation Tl % < Absolute loss

Liveness detection (sub-2ms)
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What to expected? How to grade?
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Continuous Correlation to Routing

INSYLVANIA D NSYLVANIA :
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Inference

- (PAR, MAD)[E] D HIZE TSLAD E 1k (e.g., loss)
ZHRA

- IEMMDBITEZ L7 < TH, RoutingDEE Z
WoTLwnid, lZEZEEZ=TH5 N
HEEINBMOD(SRC, DSTIDRTIZDUNT
LR T HEMTED
- BRU to SEV is impacted
- LON to LIS is impacted
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Integration of 3 [,\@ Sky"gm

Routing Analytics Measurement Sensors

Path Analytics

Topology
Analytics

/\SKYLIGHT

IPM Analytics

(data correlation)

PM probing
XR/XE LC-CPU | Accedian Smart SFP

XR - Hardware PM
S1@14MPPS; 3L

Roadrunner: Latency Histogram, AM, OTA

MDT Agents

Telemetry
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Measurements



One-Way Measurement

OWAMP probing
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STAMP: One-Way standard probe (P, Q)

@P: Probe generation

@Q: Probe processing/receival with 3Ls (Latency, Loss, Liveness)

One-Way MeasurementlZ3 A& T A —2 - NAANDEEBEZBRNT B ENTEET
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Measure ALL ECMP Paths

OWAMP probing
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Standard Based Measurement

- STAMP — RFC8762/RFC8972

- Packet Format:
- Outer Encapsulating header:
> Any IP Encapsulation
> SRv6 uSID/GRE/VXLANY/...
- STAMP measurement packet:

> Alternate Marking bit as part of Flow Label

- STAMP measurement packetl&VRF EIZT{HE S

Z &+ alEE
« PE.LE TMDUnderlay®Transport&E VPN LED

Forwarding/AADMEAZE=2 ') > % A&E
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| IPv6 Header |
Source IP Address = Sender IPv6 Address
Destination IP Address
Flow Label [19:16] = 0010 (Alternate Marking = bit 17)
Flow Label [15:0] = Entropy
Protocol = UDP

o mmmmmmmemem e
| UDP Header
Source Port = As chosen by Sender (one port per CPU)
Destination Port = USER-DEFINED

s T L e et e e T e
| STAMP HEADER

Source Timestamp

Session ID

(Optional) Reflection Timestamp
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Probing Flexibility

« Configurable DSCP and Payload

- ECMP-2DDNEEE—F:
- Spray: ¥ RXT Dprobe/NT sy FMEZL SHFlow Label Z{EF.
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Routing Analytics



Defining a baseline

. Measured: 13ms .
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Planned routing path

' Measured: 13ms '

Planned routing:
+ PARD i5 ROMA D 2 TERouting/ VR :
PAR - ZRH — MIL — ROM

. End-to-end D& 1EELE:
44+24+4=10ms
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Current routing path

. Measured: 13ms .

Planned routing: +3ms
Current routing: +1ms

- PARDN 5 ROMAD 4 MDtopology:
PAR — LYS — MRS — TRN — ROM
. End-to-end D& 1EELE:
3+42+34+4=12ms
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Path Analytics (PA

e
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Real-time path monitoring

SFO

« ATAAADEETMNDIBIEETHDE/NRIZDNT:

e NADZEDHBEIZEIZLLT ZReport
- H LULECMP path@E v +
- KB INADEnd-to-endDI&1EIEIE

- TEMIZBIT HKPIDReport
- Time stable
- Time alive
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Topology Analytics (TA
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How stable is the routing topology?
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|[dentify relevant topologies

- What-if analysis (¥ /\2 —UJBE)IIERBD FARADT

TA4
RITLGEWEEKRLNHY FEA

- TAIZEAET 5 b RADZ2DD A TICHELEFET
- Stable topologies, —TEHIIERA S k(T TWV=FE L= b7RO
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Topology Analytics

.« R [Zdeplo =41 7=topologyld Network managemen|ZiAZBEDIFEER T

- What-if analysis
- ldeal baseline for IPM
- Any network planning
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And even more...

Automated and lightweight demand matrix calculation
Leverages hardware accounting of every packet on a per-destination basis
e Available across the portfolio: NCS family, Cisco 8000, ASR 9000

Periodic what-if simulations based on routing topology and demand matrix
Extracts capacity planning advice out of billions of data points

Monitors compliance to best practices

Proactively detects issues based on real-world scenarios encountered by our
routing experts
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Now

e Network e Geo e Compare
latency macro paths
Grid view of and

network details

edges
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Network Latency Grid
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Stable Path Preview
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Geo macro view heat map
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Drill down for path details and comparison

Inventory Sessions
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Next
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Enhancements for Limited Availability

e ECMP e Frequency of e Correlate RA
performance ECMP graph and service

e Min e Heatmap overlay
propagation based on performance
delay latency grid measurements
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Network Latency Grid Enhancements
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Correlation of PCA sensor measurements and ECMP

Graphs from RA

ECMP
Graphs
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raph Detail
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Graph Compare
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PCA and RA and IPM

NETCONF

IGP Domain

my

IPM session
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Correlation of IPM and ECMP Graphs from RA
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