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AIôs potential impact on Telco business cases
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$450B - $680B
Value to the global telecommunications industry

- McKinsey | 2024 -

Customer Service Marketing & Sales Network IT Operation
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The power of 3 (Analytics, Automation & AI) over time
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Data

Volume

AUTOMATION

Credit: Diagram concept based on Appledore Research ñProgression of AI and Computational Resources Demandedò

Rules Based

Partial Autonomy

Full Autonomy

Human actioned decisions based on analytics

Machine based decisions with human assistance

Machine driven

TODAY
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Use cases of AI on Network & Infrastructure
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in NETWORK management 

NETWORK DESIGN OPERATIONS & MGT. SECURITY

Traffic prediction

Capacity planning

Radio map planning

Network optimization

Predictive maintenance

Fault prediction

Anomaly detection

Root cause analysis

Threat prediction

Fraud detection

Resilience planning 

in INFRASTRCUTURE

RAN DEVICES (UE)

Energy optimization

Spectral efficiency

Traffic steering

Load balancing

Mobility optimizations

GenAI on device

AI/ML in NR Air Interface

Seen across our global telecom operators 
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How GenAI will complement PredAI in Network Management
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Today

Analytics & Predictive AI/ML

Top 5 network mgt. use cases (today):

Evolution

Generative AI

Content creation:
Querying 

(human-machine):

Supporting predictive 

models:

ÅTroubleshooting guides

ÅIncident reports

ÅNetwork topologies & 

coverage maps

ÅConfiguration scripts

ÅTest traffic generation (for 

adversarial scenarios)

ÅDocument interrogation 

(field and support teams)

ÅConsulting historical data 

(similar issues / 

resolutions)

ÅAnomaly detection

ÅAugmenting data sets

ÅPreventing overfitting

+
For:

Use 

cases:

Save $30B - $45B / Year
Incremental value to the global telecommunications industry

Network management

Predictive maintenance

Traffic prediction (network planning)

Anomaly detection

Performance Assurance
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Barriers to adoption
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52%

44%

30%

30%

28%

28%

20%

0% 10% 20% 30% 40% 50% 60%

Security and privacy concerns

AI trust concerns (efficacy & explainability)

Integration complexity

Lack of skills and expertise

Unclear business case / ROI

Lack of unified strategy

Data governance (availability, fidelity etc.)

What key challenges are slowing down the adoption of AI in 

your organization's network? (Select Top 3)

Spirent / RCR poll  |  N=50
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Case study ï Validating Security AI assistants
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Example: Cisco Firewall AI Assistant

NGFW
(DUT)

Test solution

Emulated traffic, 

attacks & evasions 

Test Cloud 

(content)

~99%
Firewall breaches are due to misconfigurations 

compounded by thousands of overlapping rules 

& policies

AI
dependency aware 

assistants

Can optimize & troubleshoot overlapping rules while 

adding new rules more efficiently = enhanced 

solution performance & trust.

How to validate AI assistant optimized rules & 

policies do not impact the security or performance 

of the network

Automated & 

continuous Security 

testing

AI changes are implemented correctly.

Efficacy of AI predictive blocking.

Traffic performance impact

Hallucinations or laziness 

Realistic traffic 

& attack 

generation

Validates

AI assistant

AI
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AI Infra Market Trends

?Ĳũũќ§ƖŸ ?ċƣċĦĲŰƣĲƖШÅĲƓŸƖƣШÄΠШќΞΟ

Å Ten-year overall AI infrastructure 

market expected to grow from 

$38B in ó23 to $460B in 2033. 

Å Ten-year CAGR of 28.3%

~ċƖťĲƣШÉĦŸŸƓШ ƓƖŔũШћΞΠ

Å Standards bodies defining 

next generation network 

specifications for evolving 

AI demands

Å 46% are already using large 

language models (LLMs) 

    - NVIDIA 4/24 Survey

AI Adoption in Finance ó24
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Data Center Networking Link Speed update
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Source: DellôOro Q3 2024

ÅEthernet revenue share vs InfinBand will grow from 17% in 2023 to 51% in 2028
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Bottlenecks For Training Performance

GPU fabrics for GenAI workloads By Sharada Yeluri on 8 Dec 2023

Training Performance Optimization

Memory Access

Network Performance

1% packet loss = 30%+ 
training performance down

https://blog.apnic.net/author/sharada-yeluri/


Proprietary and Confidential 15Spirent Promise Assured 15

Collective Communication Amplifies The Network Bottleneck

Step1

Step 1

Step 1

Step 2

Step 2

Collective Communication

Step 1

Step 1

Step 1

Wait for the recovery of Node 3

Step 2

Step 2

Step 2

Traditional P2P Communication

Node1

Node1

Node2

Node2

Node3

Node3
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Challenges Of Network For LLM Training

PFC

PFC

PFC

Challenges т Network Congestions

Frequent incast traffic

Bursty but elephant flows 

Congestion control т DCQCN w/ ECN & PFC

Switch Fabric

End 
point

1 ECN =11

End 
point

2 CNP

3 DCQCN 
Rate 
control

4 PFC XOFF

5 Pause traffic
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Testing AI Fabric with Real xPU-Based Systems

Takes a datacenter to test a 

datacenter

Burden is on the end customer 

at all levels of solution

Requires staff with specific 

knowledge of AI network 

landscape, traffic and protocols

High Cost ï Limited Repeatable Testing: 

Procurement, Deployment, Management, Test Creation/Execution, Power Consumption, 

Results/Analytics and Ongoing Test Development 
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Spirent A1: Hyper-Realistic AI Workload Emulation

AI Data Center

RoCEv2 Network Fabric

AI workload on 200G/400G/800G ports 


